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ABSTRACT

The next generation of computer products and the
emerging commercialization of Arlificial Infelligence
require a reassessment of curreni guality assurance
know-how and technology for its ability and readiness
to support and contribule to this new phase in the com-
puter industry. . L

After defining quality as a multiattribute product
characteristic, the outhor reviews gualily issues that
are associated with knowledge, its representation, stor-
age and processing, and also with eomputing hard-
ware and znlumnm interfaces. These fssues are discussed
within the framework of current quality assurance eon-
cepts. This infroductory and elementary review fndi-
cales that assurance sciences are gﬁnerﬂ!ly adeguate for
developing needed guality strategres and if identifies a
few areas of expected breakthroughs. The emphasis of
this paper 15 on applications rather than theory; it de-
lsberately avoids issues related directly to application
domatn facls, assumptions and problems.

1. INTRODUCTION

A paradox we often face is the apparent contradic-
tion between the great triumphs and the equally dra-
matic failures of the human mind. The same organism
that routinely solves inferential problems that are too
subtle and complex for the most powerful computers,
often makes errors in the simplest of judgements about
everyday events (Nisbett and Ross 1080).

If we aceept John R, Anderson’s {Anderson 1983)

three points of evidence for the plausibility of 2 unitary
theory of mind:

+ the unity of human cognition,

» the beliel that all higﬁer cognitive processes are
different manifestations of the same underlying
system, and

» the claim that production systems are computa-
tionally universal (i.e. capable of modeling all cog-
nitive activity),

with the manifested ambition to mechanize the mind’s
mejor abilities, we can recognize the potential risks of
computational and reasoning failures associated with
current knowledge systems. If our evidence shows that
the reasons for erroneous human judgements makes
thern more traceable to violations of inferential rules
and misapplications of problem-solving tools by the Pi-
ﬁet.iali adult than to the largely motivational errors

the Freudian adult, then we can see the potential
benefits of assurance science tools and methodologies

for improving the quality of Artificial Intelligence (AT}
based products by making the occurance of these er-
rors less probable.

Because Al products are beginning to prove them-
gelves in the marketplace, the reasons for applying
Quality Assurance (QA) and Control know-how may
alse be highly pragmatic.

2. DEFINITION OF QUALITY

In this study, “quality” is understood to be a part
of 2 product’s value-in-use. It is distinct from perfor-
mance which iz another contributor to the value-in-
use. It is also distinct from, but influences, the value-
in-exchange via price {Weiner 1983, Page 1968).

Quality is perceived as a multiattribute product
characteristic which can be expressed by a generalized,
averall rating which is based on multidimensional mea-
surements that reflect rank orderings of preferences
and their relative importance (Monroe and Petroshius
1873). This definition of quality allows us to integrate
the customers’ expectations (objective and subjective,
real and perceived) and market trends with state-of-
the-art assurance know-how to identify sets of perfor-
mance and acceptance requirements. These require-
ments constrain the product design and manufacturing
goals by paradigms, architectures and implementation
alternatives. This definition is also suitable for stud-
ies in consumer behavior (Kassarjian and Robertson
1981) and market research.

The most successful attempts today in develop-
ing a categorical structure of the notion of computer
product quality reflect consumer behavior studies and
observations along with the practical experience of the
assurance specialist. These attempts identify four ma-
jor quality attributes:

s fitness for use,
correctness of results,
reliability and
maintainability.

The economical, technical and psychological as-
pects of these major attributes have a significant im-
pact on the customer’s satisfaction and must be con-
sidered when developing quality strategies for the new
generation of computers.

Because the categorical structure of Artificial In-
telligence or Knowledge System products is not yet
fully developed, despite many brilliant attempts by
Newell (Newell 1982) or Frederick Hayes-Roth (l;iayes
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Roth 1983} for example, we will try to address the
quality issues in an intuitive sequence: 1) knowledge,
2) problem solving methods, ?pi human interface, 4)
hardware, and 5) the complete knowledge system.

3. KNOWLEDGE

If the human mind iz the fundamental object to
be modelled by the computational tools of Artificial
Intelligenecs, then knowledge is the fundamental notion
for Al's engineering application: Knowledge System
Engineering. Enowledge can be viewed as a medinm
or specification of what symbol structures should be
able to do. [t represents a potential for generating
actions.

3.1 Knowledge Levels

One of the working hypotheses of contemporary
Knowledge Engineering assumes that expert system
performance is dependent primarily on the size and
quality of that system’s knowledge. The factual part
of our knowledge comes mostly in the form of scien-
tific ?m] technical data in three broad classes (Lide Jr.
1981):

» repeatable measurements on well-defined systems
(Class ﬁ?

¢ observational data, ofien time or space dependent
(Class B)

s statistical data [Class C).

Unfortunately, the quality of data preserved in
scientific literature leaves much to be desired. This
becomes apparent when data on a well-studied sub-
ject are systematically reviewed. For example, in the
aforementioned article by David R. Lide, Jr., a three
order-of-magnitude scatter of about 200 reported mea-
surements of the thermal conductivity of copper as a
function of temperature (in some temperature ranges),
illustrates the pitfalls of relying on a single value re-
trieved from the literature.

Quality Assurance methodologies recommend us-
ing Class A data only from reliable sources such as the
National Standard Reference Data System (NSRDS)
LBraud}r and Wallenstein 19542 which is coordinated

y the 1.5, National Bureau of Standards {NBS). The
NBS critically evaluates and maintains data from aca-
dernie, industrial and government establishments.

The most effective way to assure the quality of
Class B data s by careful maintenance and calibra-
tion of the measuring instruments prior to the data
acquisition. Recording and preserving all auxiliary in-
formation required is also important.

Guality control of Class C data is a more diffi-
cult task, often hindered by disagreements in defini-
tions and terminology. Also, Quality Assurance has
not been a major issue in bibliographical services. The
electronic revolution in data dissemination, the growth
in the use of computer-based, on-line systems and the
need for reliable data, will hopefully provide enough
pressure to cause both format design and data quality
assurance to become key factors in controlling Class C
data reliability.

Rezolving quality issues in the higher knowledge
levels that are being engineered today (from defini-
tions, taxonomies, discrete deseriptions, constraints,
empirical associations, perceptual structures, deduc-
tive methods, etc., up to search heuristics), presents

many epistomological challenges. The question of the
reliability of scientific knowledge is a serious intellec-
tual issue. Once we have cast off the naive doctrines
that all science is necessarily troee, and that all true
knowledge is necessarily scientific, we realize that epis-
temology is not just an academic philosophical disci-

line but & practical ground for decisions and actions

Ziman 1978). This leads us to understanding the dan-

gers of

cultural dependencies,
historical inaccuracies,
subjectivity, .-
categorical imprecisions,
hidden variables, and

parascientism,

and to search for knowledge quality assurance tools
and strategies. It also leads us to distinctions between
knowledge and belief or introspection (Hintikka 1962).

The knowledge Quality Assurance task will consist
mainly of evaluating its

o perceptual consensibility (unambiguity leading to
consensus) [Liman 1978),

s communicable consensuality (visibility and accept-
ability of perceived patterns) (Ziman 1978),

# credal probability (expectation determining) (Levi
1980), and

+ methods of justification and validation (including
exira-logicality) (Ziman 1978).

This evaluation should be made with the understand-
ing that philosophers usually seek “certain® knowl-
edge, while scientists remain content with “probable”
knowledge (Gregory 1981), l.e. they accept frequent
revisions and occasional dramatie changes in prinei-
ples and premises.

Isaac Levi's insight that knowledge is 2 resource
for inqguiry and deliberation, as well as a standard for
justifying choices between feasible options, the quality
of which can be assessed in terms of credal probabil-
ity, coherence, consistency and relevance [Levi 1980),
can serve as a theoretical base for knowledge Qu
ity Assurance studies. But on knowledge levels that
are subjected fo curremt systems engineering and its

ragmatic interest, the key philosophers of knowledge
g]} avid Hume, Ludwig Witigenstein, Rudolph Carnap

ertrand Russell, Sh‘gliiu'l opper, Thomas Kuhn and
others) offer only limited help.

3.2 Knowledge Representations

Becausze the goals of Al Research and Knowledge
System Engineering are in program designs that ex-
hibit intelligent behaviour, Al researchers have of-
ten taken a rather pragmatic approach to knowledge.
They have focused on developing schemes to incorpo-
rate knowledge abeout the world inte these programs
(Barr and Feigenbaum 1981). These Knowledge Rep-
resentation Techniques involve routines for manipu-
lating specialized data structures to obtain intelli-
gent inferences. The most frequently used formalisms
are: state/space representation, formal logic, proce-
dural representation, semantic nets, production sys-
tems, frames and special techniques for visual scene or
speech representation.



In general, the representation of knowledge is a
combination of data structures and int tive proce-
dures. The issues of form and notation have secupied
most of the past discussion, but Anderson (Anderson
1083) recognized that the issue of what could or could
not be done with a representation is more important.
He has proposed his Tri-code Theory of Knowledge
Representation which states that we need:

s linear structures to represent the order of a set of
items or events; :

» spatial structures to encode spatial configurations;

o abstraci propositional structures to represent log-
ical interpretations and to encode meaning.

The most important quality atiribute of a knowl-
edge representation is its adequacy. J. McCarthy and
P.J. Hayes (McCarthy and Hayes 1981) have defined
three kinds of adegunacies:

¢ metaphysical, assuring & form that does not con-
tradict the facis that interest us.

e epistemological, which guarantees that the repre-
sentation can be used practically to express the
facts one actually has about & given aspect of the
world.

e heuristical, that assures the ressoning processes
leading to a solution are expressible in the lan-

guage.

Other attributes that allow quality assessment of
knowledge répresentations are (Barr and Feigenbaum
1981):

s Modularity - allows adding, deleting or changing
information independently.

o Uniformity — assures understandability by other
parts of the system via rigid knowledge structures,

e Naturaliness — reflects the ease of expressing im-
portant kinds of knowledge.

¢ Understandability - the degree to which the sys-
tem is understandable by humans,

s Modifiability — assures context independence and
allows the meaning of a fact to be specified, when
the fact iz entered or removed, independently of
the rest of the system.

Studies on semantic primitives, which deal with
establishing representational vocabularies, lead Wilks
Wilks 1977) to such attributes as finitude, compre-
ensiveness, independence, noncircularity, and primi-
tiveness.

Other quality related issues, such as those de-
scribed in SIGART "Special Issues of Knowledge Rep-
resentation” {Brachman and Smith 1980}, represent
almost overwhelming diversity. All this indicates the
need for standardization as a base for effective Quality
Assurance. )

New Quality Assurance problems arise when chang-
ing the representations during problem solving. Be-
canse the two dimensions of representation space are
Information Structure and Information Volume, the
representation transformations must be evaluated in
terms of isomorphism and homemorphism. In gen-
eral, isomorphic transformations change the Informa-
tion Structure of & representation while leaving the
Information Volume fixed. Conversely, homomorphic
transformations alter the Information Volume while
leaving its strecture unchanged {Korf 1980).
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3.3 Knowledge Bases

Addressing the issues of knowledge quality and the
quality of its representation will not free us from con-
cerns about the quality of the databases where this
knowledge will be stored. The conventional strate-
gies for improving data base guality have culminated
in fault tolerant designs. e problems associated
with transaction failures in midstream, or with sys-
tem failures, are being solved via recovery algorithms.
The most difficult aspect of designing recovery alge-
rithms (Bernstein, Goodman and Hadzilacos 1983) is
deciding when to write updated pages into the stable
database while aleo obeying the “Commit Rule™ and
the “Log-Ahead Rule” {Gray 1979)., The impact of
failure modes in which system components continue
to run, but perform incorrectly, is minimized by re-
dundant design {Pease, Shostak and Lamport 1980).

Knowledge base implemnentations for the next gen-
eration of computers are expected to require distributed
and relational databases which will bring into focus
some new quality issues:

+ Protection against interference among subsets of
the distributed data base. This is complicated
by the environment of computer networks which
have no central operating system. Current re-
search tends toward making transactions atomic
without affecting the transaction time.

+ Protection against new levels of patiern sensitivity,

+ Knowledge base transparency assurance in high
structural complexity conditions {Warfield 19?3.

+ Hnowledge maintenance quality controls.

Implementing quality strategies dealing with these
new issues will be complicated by the problems of
seale, speed, and system complexity. Metheds for val-
idating a system’s knowledge base and evaluating its
performance for the ma t of maintenance and
refinement, are relatively difficult tasks. But the first
successful steps in this direction have already been
made (Politakis and Weiss 1984) by systems provid-
ing e.g. prespecified control strategy, production rules
formalism and by tools for sensitivity analysis, execu-
tion tracing and explanation.

4. PROBLEM SOLVING: THE QUALITY
OF ENOWLEDGE PROCESSING

The static definitions of intelligence, from Homer
(who called it a gift of grace (The Odyssey, Book 8)) to
the modern pa}fia}nght‘a concept of intelligence being
“the sum of the attributes of a prototypically intelli-
gent person” or “what-an-intelligence-test- measures”,
are consensus-dependent and offer no help in practical
Knowledge Engineering. Earl Hunt (Hunt 1983) iden-
tifies intelligence with the individual's mental ability
and performance in

s choosing an internal represenation for a problem,
» strategles for manipulating the representation, and
¢ executing elementary information processing steps.

Hunt's concept is more in line with the needs of Al
which is interested in solutions to complex informa-
tion processing problems [Marr 1977). It takes into
account the abstract formulation of *what” is being
computed. The “why® and “how" specify the set of
particular algorithms for implementing given compu-
tations.
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In our review of quality issues, the “what” is corre-
lated with knowledge, its representation and its stor-
age in knowledge bases. The “why” [being domain
defined) is deliberately excluded here because of the
unmanageable complexity the sum of unique applica-
tions would present. The set of knowledpge processing
algorithms (the “how™) that are generally useful in Al
and Knowledge System Engineering will be addressed
in a simple empirical sequence of dominant methods,
This is Eecaua:e the categorical structure of thinking
process models did not stabilize adeguately. This will
also avoid vnresolved differences in viewpoints that
these algorithms should model reasoning according to
well worked out mathematical logic languages or imi-
tate the way the human mind works, which is almost
ﬁﬁ?ﬁ“” not the way of mathematical logic (Kolata

4.1 Search Processes

Independent of their basic importance, search al-
gorithms in Artificial Intelligence and Knowledge Sys-
tems Engineering (Barr and Feigenbaum 1981) evi-
dently do not present any unigue quality problem.
They are not different from any other algorithm im-
plemented in computer programs. The basic ques-
tion here relates to the implementation correctness
and its demonstrated verification. Care must be taken
for strategies that assign numerical values to tree
nodes using an evaluation function to allow ordering
and assuring the admissability of heuristic techniques
(Williams 1981).

Some new challenges may be found in implement-
ing associative searches, but even there, the main qual-
ity iszue will be correctness.

4.2 Deductions

The use of predicate logic to represent declara-
tive knowledge and the use of resolution refutation to
mechanize deductions (Nilsson 1980) is now firmly es-
tablishéd and, in a similar way to search processes,
does not present quality problems beyond assuring
their correctness. Again, more design care must be
taken while working with nonstandard logics, during
transitions from first-order to higher order logic, or
in logics that allow intensional operators (Cohen and
Feigenbaum 1082, Weber and Nilsson 1981).

Deduction is basically a chain of statements, each
of which is either a premise or something which fol-
lows from a statement occurring earlier in the chain,
leading to the problem's solution. The knowledge
system quality requirements lead to implementation
which must allew for deduction’s visibility, ease of in-
spection, backward traceability, ete., to verify its cor-
rectness and improve solution credibility.

4.8 Inductive Inferences And Learning

The most important factor affecting the effective-
ness of inductive inferences and learning is the level
and quality of information available. The quality of
its representational forms in ferms of fitness for use is
describable in four important dimensions: expressive-
ness, ease of inference, modifiabililty, and extendabil-
ity S{]u-h-uu and Feigenbaum 1982). Quality aspects of
the learning system's performance element can be as-
sociated with its ability to diagnose incorrect rules and
to avold their integration info the system.

The learning system’s overall performance can be
measured by the rate of knowledge compilation, es-

pecially by the rate of composition of new produc-
tions and the rate of “proceduralization™ (Marr 1977).
Overall system quality is a function of the application
level of meta-rules:

A. Content referencing (Davis 1980), as a strategy
of applying meta-rules to reasoning about rules, will:

* avoid saturation, in which so many sources are po-
tentially useful that it is unrealistic to consider un-
guided, exhaustive invocation cycles.

s improve the degree of system flexibility in respond-
ing to changes, especially in programs with large,
constantly evolving knowledge bases. Flexibility
will also allow changes in the knowledge base be-
tween performance runs, a feature called “Compile
Time Flexibility.”

¢ improve system credibility, which is a measure
of its ability to accurately reflect a knowledge
source’s content.

B. Control and reasoning about invocations {Davis
1980) which brings advantages to traditional problem
solving paradigmes, including means-ends analysis, res-
olution, heuristic search, problem reduction, etc.

The quality of the learning system is also reflected
in its

» generality (the ability to perform succesfully in
novel sit.uatinns} which is especially important in
language acquisition,

= ability to discriminate between critical and periph-
eral information. .

» ability to restrict the range of applications of pro-
ductions to only appropriate circumstances.

¢ ability to control “interestingness” of inferences
(Schank 1979) to comply with principles of sig-
nificance and goal satisfaction.

However, Implementing these quality attributes is
not easy. Design and Quality Assurance challenges
grow by an order of magnitude when we depart from
categorical [or deimminist.icI] reasoning and turn te
probabilistic reasoning (Szolovits and Pauker 1978)
with all its trappings of controversies about psycholog-
ical probabilities (Cohen 1973) and documented fail-
ures of man as an intuitive statistician. Or, when
we turn to inferences based on social judgement (Nis-
bett and Ross 1980), which are plagued with errors
of insufficient evidence, misleading vividness of in-
formation, illusory correlations, misguided parsimony,
circumstantial promptings, belief perseverance in the
face of evidence, self-serving biases, prejudice, etc. In
all these situations, unrecognized side effects of applied
algorithms may also adversely impact the actual and
perceived quality of knowledge processing.

4.4 Programming Languages

Programming languages have always played a cen-
tral role in Al and have served two important purposes
(Barr and Feigenbaum 1982):

¢ to provide convenient implementation of programs
to test and demonstrate ideas.

* to act as vehicles of thought; higher level languages
allow communication of %ﬁgher level concepts.

The Quality Assurance approach to development
or selection of programming languages is traditionally
very pragmatic. Quality requirements usually concen-
trate on



» ease of program design, coding, debugging, verifi-
cation, understanding, learning, and maintenance.

¢ uniformity of error handling, automatic error cor-
rection, entry into debupging facilities, handling of
special error conditions by user functions, ete.

s automatic backiracking facilities that allow rea-
soning control.

¢ minimizing differences in styles belween conven-
tional and knowledge systems programming (Sam-
met 1969).

« machine and compiler independence.

e level of standardization.

This_traditional approach is not powerful enough
to contribute to the resolution of debates e.g. LISP vs
PROLOG {Nii 1983).

A similar situation exists in evaluating database

languages (Stamen and Costello 1981) where quality
attributes usually are

# the level of nonprocedurality,
e gemerality,

completeness,

consistency and

humean factors.

Applying natural languages will enrich the scope
of quality problems by demonstrating the need to work
with Fuzzy Information and to facilitate certain types
of reasoning with Fuzzy Sets (LaFaivre 1977).

5. QUALITY OF THE
HUMAN INTERFACE

As the user communily expands beyond Data Pro-
cessing professionals to include novices with very little
technical training, the quality of the human interface
and the level of human factors influencing its desi
will play a larger and larger role (Schneiderman 1982).
Design strategies must go beyond traditional hardware
human engineering, ergonomic regulations, and intu-
itive design of system friendliness. They must address
the physical/physiclogical (e.g. work posture, charac-
ter size, noise, ete.) as well as the job’s intellectual
aspects (the worker's role, habit patterns, job frustra-
tion levels, human memory requirements, etc. (Fried
1982)). Solutions must be based not only on anthro-
pometry but also developed in the context of the sys-
tem’s lexical, syntactic and semantic requirements (Fo-
ley 1982). Both the designer and the psychologist see
an opportunity to improve current approaches to com-
plex human problem solving and human-computer-
human interaction and communication (Card, Morgan
and MNewell 1983), There is a growing recognition of
the need for serious scientific experimentation (Grimes
1984) and the number of system usability labs is in-
creasing. The documented frustration level of design-
ers who attempt to improve a computer systems” hu-
man engineering aspects by altering its surface strue-
ture after all the fundamental architectural decisions
have been made (Branscomb and Thomas 1983) often
leads to architectural guidelines for

separation of the user interface,

layered interfaces,

input/output media translatability

hooks for behavior observation a.m:i monitoring,
synonymity,

adaptability to changing user needs and
consideration of the limits of basic human capabil-
ities.
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In assessing the current state-of-the-art by looking
e.g. at the results of the March 1982 National Bureaa
of Standards Conference in Gaithersburg, MD (900 at-
tendees, 200 papers presented] or other human factors
soclety conferences, it is evident that further research
in cognitive sclence, computer science, and computa-
tiuna.% linquistics is needed.

6. HARDWARE QUALITY

Even after considering that the new generation of
computers will be much fasier, more complex, and
will have much more computing power, we assume
that the traditional hardware quality issues (reliability,
safely, environmental ruggedness, ergonomics, electro-
magnetic compatibility, availability, and serviceabil-
ity} will remain substantially unchanged.

6.1 Parallelism

New strategies will be required to deal with the
expected scope of parallelism (Wallich 1083) and depth
of pipelining. The answers will come from the Fanl-
tolerant Design which addresses

» execution tracking and menitoring,

+ recovery, restart, and reconfiguration,

& processor switching control reliability, and
+ error detection and correction.

Bystem testability and diagnusis will be a very
complicated issue because in highly parallel process-
ing environments even a small level of asynchronism
might make accurate repetitions. of a computational

task impossible.
6.2 Very Large Scale Integration (VLSI)

Expected levels of VL3I complexity and density
will reemphasize difficulties already encountered in as-
suring the chip design quality and verification, and
the guality of processing materials and manufactur-
ing processes. The development of high capacity and
heal-dissipation packaging technologies will play = fun-
damental role in assuring basic reliability and service-
ability.

Fabricating devices with submicron geometries on
a wafer-scale integration level will stimulate expansion
(and sometimes breakthroughs) in & host of supporting
assurance technologies, such as dimensional controls,
failure analysis, material analyses, automated inspec-
tions, and Statistical Quality Control methods.

6.3 New Architectures

Quality issues associated with new, non-von Neu-
mann architectures remain mostly undefined.

7. KNOWLEDGE SYSTEMS QUALITY

The technical aspects of quality attributes on all
system levels, knowledge levels (Newell 1982) or para-
digms (Nii 1983) must reflect the users’ requirements
and expectations that are associated with the complete
knowledge system. Here, the domain specialist and
user will use the traditional language of fitness for use,
correctness, system reliability and maintainability.

7.1 Fitness For Use

This classical view of guality, established clearly
by Dr. Juran {Juran, Gryna and Bingham Jr. 1974},
helps distinguish this quality attribute from other ob-
jectively based notions of performance, reliability, ete.
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and subjectively based customer satisfaction. It also
helps to relate system quality to its value and compe-
tence.

The value of & knowledge system, especially its so-
cial value, reflects the user’s level of understanding and
the structure of the particular information processing
problem. It does not reflect the mechanism through
which it is implemented (Marr 1977). We might think
about systems which unenlightenedly mimic some as-
pects of human mental performance as having low so-
cial valoe. We might also think about systems which
advance our understanding and reflect resulis of a gen-
nine exploration as having high value., Weizenbaum
{Weizenbaum 1965) now judges his ELIZA program
to belong to the low value category.

D. Marr Ll‘;-![a.tr 1977) also reminds us of Chom-
sky's (Chomsky 1965) useful notion of system “com-
petence.” Competence of an Al system consists of its
ability to

# isolate a particular information-processing prob-
lem,

o formulate a computational theory for it,

» construct an algorithm that implements it, and

» practically demonsirate that the algorithm is suc-
cessful.

When competence has been established, it never re-
quires resstablishment, This notion of system compe-
tence, especially the judgements applied for deciding
if competence is adequate, can be used to determine
the system’s fitness for use. Adequacy of the system’s
computational, reasoning and information storage re-
sources can be a part of this assessment,

7.2 Correctness

Correctness of the information processing prob-
lem’s solution (its freedom from errors) is a quality
attribute that is as fundamental to information pro-
cessing as notions of accuracy and precision are for
physical measurement quality.

Automatic deduction (mechanical theorem prov-
ing), which has been a major concern of Al since jts
earliest days (Cohen and Feigenbaum 1982), will re-
main as an ideal for tools that assure guality of the
knowledge system, its implementation, and results.
But the road to an ideal is neither short nor easy, In
many situations, we must be satisfied with plain cred-
ibility of inferences or even assessed credibility of fi-
nal results. This is especially true in situations where
new, previously unknewn results have been reached,
or where situation complexity or its real-time aspects
prohibits repetition. The most difficult challenges are
presented by problems modelled by a complicated set
of feedback loops or interactions among many stochas-
fic processes that generate counter-intuitive results.
The known verification difficulties in current expert
systems (Duda and Shortliffe 1983) with discoveries of
incomplete knowledge, problems with rules, surprising
reasoning sequences, elc. give us an early indication
of things to come.

7.3 Reliability And Maintainability

The known problems of hardware reliability, avail-
ability, and serviceability will have new solutions besed
on economically afordable, VLSI-implemented, fault-
tolerance. Automatic reconfigurations in highly paral-
lel systems will be a necessity. )

A new set of knowledge system maintenance issues
is associated with the programming paradigm as it re-
lates to the application domain. There is a need for
knowledge-base maintenance which is especially diffi-
cult if real-time upgrades are necessary and frequent.
Maintenance of the production system might be sim-
plified by the presence of meta-knowledge or in learn-
ing systems. But many basic issues of software main-
tenance (which are making our life interesting now)
will remain (Martin and McClure 1082).

7.4 System Support

Similar to the current experience, system support
requirements are expected to be functions of

» the level of user involvement in system definition
and design,

e the competence level of knowledge engineering and
human engineering applied during the design,

» the volume and quality of the *help” information
residing in the system and available in user docu-
mentation, and

# the quality and scope of the initial user training.

8. SUMMARY

This introductory and elementary review of qual-
ity issues generated by the advancement of Artificial
Intelligence and its commercialization via knowledge
systems partially indicates the size and complexity of
the task the design and quality assurance communi-
ties in the computer industry face. Suvccessful de-
velopment of new qualily strategies addressing these
new issues plus a creative application of current assur-
ance expertise, technology, and experience will help
the quality specialist participate in, and contribute to,
the advancement of computer technology. It will also
improve the probability of the success of individual
products.

The current conceptual framework of Quality As-
surance seems generally adequate to address the needs
of knowledge systems design, manufacture and use,
New technologies, new architectures, new system parts
and functions will, however, require intensive research
and applied engineering work. Some breakthroughs
are expected in scientific instrumentation that will
support progress in VL8] manufacturing, software qual-
ity assurance, fault-tolerance of highly parallel systems
and in the Quality Assurance of knowledge .

The expected partnership between knowledge sys-
tem design teams and Quality Assurance teams should
be beneficial. Just as it has proven beneficial in other
high-technology environments {Nilsson 1980, Politakis
and Weiss 1984, Kohoutek 1983 and 1984),
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