Error-correcting Source Co de Y asuhiro Ajiro, Kazunori Ueda ? , Ken ta Cho ?? Departmen t of Information and Computer Science W aseda Univ ersit y 4-1, Okub o 3-c home, Shinjuku-ku, T oky o 169-8555, Japan f ajiro,ueda g @ueda.info.waseda.ac.jp In Pro c. F ourth In ternational Conference on Principles and Practice of Constrain t Programming (CP98) , LNCS 1520, Springer-V erlag, Berlin, 1998, pp. 40{54. Abstract. W e study ho w constrain t-based static analysis can b e applied to the automated and systematic debugging of program errors. Strongly mo ding and constrain t-based mo de analysis are turning to pla y fundamen tal roles in debugging concurren t logic/constrain t programs as w ell as in establishing the consistency of comm unication proto cols and in optimization. Mo de analysis of Mo ded Flat GHC is a constrain t satis- faction problem with man y simple mo de constrain ts, and can b e solv ed e�cien tly b y uni�cation o v er feature graphs. W e ha v e prop osed a sim- ple and e�cien t tec hnique whic h, giv en a non-w ell-mo ded program, di- agnoses the \reasons" of inconsistency b y �nding minimal inconsisten t subsets of mo de constrain ts. Since eac h constrain t k eeps trac k of the sym b ol o ccurrence in the program that imp osed the constrain t, a min- imal subset also tells p ossible sources of program errors. The tec hnique is quite general and can b e used with other constrain t-based framew orks suc h as strong t yping. Based on the ab o v e idea, w e study the p ossibilit y of automate d debugging in the absenc e of mo de/typ e de clar ations . The mo de constrain ts are usu- ally imp osed redundan tly , and the constrain ts that are considered correct can b e used for correcting wrong sym b ol o ccurrences found b y the di- agnosis. As long as bugs are near-misses, the automated debugger can prop ose a rather small n um b er of alternativ es that include the in tended program. Searc h space is k ept small b ecause constrain ts e�ectiv ely prune man y irrelev an t alternativ es. The pap er demonstrates the tec hnique b y w a y of examples. 1 In tro duction This pap er prop oses a framew ork of automated debugging of program errors under static, constrain t-based systems for program analysis, and sho ws ho w and wh y program errors can b e �xed in the absence of programmers’ declarations. The language w e are particularly in terested in is Mo ded Flat GHC [7][8] prop osed in 1990. Mo ded Flat GHC is a concurren t logic (and consequen tly , a concurren t constrain t) language with a constrain t-based mo de system designed b y one of the authors, where mo des prescrib e the information o w that ma y b e caused b y the execution of a program. ? Supp orted in part b y the Ministry of Education (gran t No. 09245101) and Japan Information Pro cessing Dev elopmen t Cen ter (JIPDEC). ?? Curren tly with T oshiba Corp.

2 Languages equipp ed with strong t yping or strong mo ding 3 enable the detec- tion of a t yp e/mo de errors b y c hec king or reconstructing t yp es or mo des. The b est-kno wn framew ork for t yp e reconstruction is the Hindley-Milner t yp e sys- tem [3], whic h allo ws us to solv e a set of t yp e constrain ts obtained from program text e�cien tly as a uni�cation problem. Similarly , the mo de system of Mo ded Flat GHC allo ws us to solv e a set of mo de constrain ts obtained from program text as a constrain t satisfaction prob- lem. Without mo de declarations or other kinds of program sp eci�cation giv en b y programmers, mo de reconstruction statically determines the read/write capabil- ities of v ariable o ccurrences and establishes the consistency of comm unication proto cols b et w een concurren t pro cesses [8]. The constrain t satisfaction problem can b e solv ed mostly (though not en tirely) as a uni�cation problem o v er feature graphs (feature structures with cycles) and can b e solv ed in almost linear time with resp ect to the size of the program [1]. As w e will see later, t yp es also can b e reconstructed using a similar (and simpler) tec hnique. Compared with abstract in terpretation usually emplo y ed for the precise anal- ysis of program prop erties, constrain t-based form ulation of the analysis of basic prop erties has a lot of adv an tages. Firstly , thanks to its incremen tal nature, it is naturally amenable to separate analysis of large programs. Secondly , it allo ws simple and general form ulations of v arious in teresting applications including er- ror diagnosis. When a concurren t logic program con tains bugs, it is v ery lik ely that mo de constrain ts obtained from the erroneous sym b ol o ccurrences are incompatible with the other constrain ts. W e ha v e prop osed an e�cien t algorithm that �nds a minimal inconsisten t subset of mo de constrain ts from an inconsisten t (m ulti)set of constrain ts [2]. A minimal inconsisten t subset can b e though t of as a minimal \explanation" of the reason of inconsistency . F urthermore, since eac h constrain t k eeps trac k of the sym b ol o ccurrence(s) in the program that imp osed the con- strain t, a minimal subset tells p ossible sources (i.e., sym b ol o ccurrences) of pro- gram errors. Our tec hnique can lo cate m ultiple bugs at once. The tec hnique is quite general and can b e used with other constrain t-based framew orks suc h as strong t yping. Since the conception of the ab o v e framew ork of program diagnosis and some exp erimen ts, w e ha v e found that the m ultiset of mo de constrain ts imp osed b y a program usually has redundancy and it usually con tains more than one minimal inconsisten t subset when it is inconsisten t as a whole. Redundancy comes from t w o reasons: 1. A non-trivial program con tains conditional branc hes or nondeterministic c hoices. In (concurren t) logic languages, they are expressed as a set of rewrite rules (i.e., program clauses) that ma y imp ose the same mo de constrain ts on the same predicate. 2. A non-trivial program con tains predicates that are called from more than one place, some of whic h ma y b e recursiv e calls. The same mo de constrain t ma y b e imp osed b y di�eren t calls. 3 Mo des can b e though t of as \t yp es in a broad sense," but in this pap er w e reserv e the term \t yp es" to mean sets of p ossible v alues.

3 W e can often tak e adv an tage of the redundancies and pinp oin t a bug (Sect. 3) b y assuming that redundan t mo des are correct. The next step w orth trying is automate d err or c orr e ction . W e can estimate the in tended mo de of a program from the parts of the program that are considered correct, and use it to �x small bugs, whic h is the main fo cus of this pap er. Bugs that can b e dealt with b y automated correction are necessarily limited to near-misses, but still, automated correction is w orth studying b ecause: { serious algorithm errors cannot b e mec hanically corrected an yw a y , { if the algorithm for a program has b een correctly designed, the program is usually \mostly correct" ev en if it do esn’t run at all, and { real-life programs are sub ject to a n um b er of revisions, up on whic h small errors are lik ely to b e inserted. Our idea of error correction can b e compared with error-correcting co des in co ding theory . Both attempt to correct minor errors using redundan t informa- tion. Unlik e error-correcting co des that con tain explicit redundancies, programs are usually not written in a redundan t manner. Ho w ev er, programs in terpreted in an abstract domain ma y w ell ha v e implicit redundancies. F or instance, the then part and the else part of a branc h will usually compute a v alue of the same t yp e, whic h should also b e the same as the t yp e exp ected b y the reader of the v alue. This is exactly wh y the m ultiset of t yp e or mo de constrain ts usually has redundancies. It is not ob vious whether suc h redundancies can b e used for automated error correction, b ecause ev en if w e correctly estimate the t yp e/mo de of a program, there ma y b e man y p ossible w a ys of error correction that are compatible with the estimated t yp e/mo de. The usefulness of the tec hnique seems to dep end hea vily on the c hoice of a programming language and the p o w er of the constrain t-based static analysis. W e ha v e obtained promising results using Mo ded Flat GHC and its mo de system, with the assistance of t yp e analysis and other constrain ts. The other concern in automated debugging is searc h space. Generate-and-test searc h, namely the generation of a p ossible correction and the computation of its principal mo de (and t yp e), can in v olv e a lot of computation, but w e can prune m uc h of the searc h space b y using ‘quic k-c hec k’ mo de information to detect non- w ell-mo dedness. T yp es are concerned with asp ects of program prop erties that are di�eren t from mo des, and can b e used together with mo des to impro v e the qualit y of error correction. 2 Strong Mo ding and T yping in Concurren t Logic Programming W e �rst outline the mo de system of Mo ded Flat GHC. The readers are referred to [8] and [9] for details. In concurren t logic programming, mo des pla y a fundamen tal role in estab- lishing the safet y of a program in terms of the consistency of comm unication proto cols. The mo de system of Mo ded Flat GHC giv es a p olarit y structure (that

4 determines the information o w of eac h part of data structures created during execution) to the argumen ts of predicates that determine the b eha vior of goals. A mo de expresses this p olarit y structure, whic h is represen ted as a mapping from the set of p aths to the t w o-v alued co domain f in ; out g . P aths here are strings of pairs, of the form h symb ol ; ar g i , of predicate/function sym b ols and argumen t p o- sitions, and are used to sp ecify p ossible p ositions in data structures. F ormally , the set P T erm of paths for terms and the set P A tom of paths for atomic form ulae are de�ned using disjoin t union as: P T erm = ( X f 2 F un N f ) � ; P A tom = ( X p 2 Pr e d N p ) � P T erm ; where F un / Pr e d are the sets of function/predicate sym b ols, and N f / N p are the sets of p ossible argumen t p ositions (n um b ered from 1) for the sym b ols f / p . The purp ose of mo de analysis is to �nd the set of all mo des (eac h of t yp e P A tom ! f in ; out g ) under whic h ev ery piece of comm unication is co op erativ e. Suc h a mo de is called a wel l-mo ding . In tuitiv ely , in means the inlet of information and out means the outlet of information. A program do es not usually de�ne a unique w ell-mo ding but has man y of them. So the purp ose of mo de analysis is to compute the set of all w ell-mo dings in the form of a princip al (i.e., most general) mo de. Principal mo des can b e expressed naturally b y mo de graphs, as describ ed later in this section. Giv en a mo de m , w e de�ne a submo de m=p , namely m view ed at the path p , as a function satisfying ( m=p )( q ) = m ( pq ). W e also de�ne IN and OUT as submo des returning in and out , resp ectiv ely , for an y path. An o v erline ‘ ’ in v erts the p olarit y of a mo de, a submo de, or a mo de v alue. A Flat GHC program is a set of clauses of the form h :- G | B , where h is an atomic form ula and G and B are m ultisets of atomic form ulae. Constrain ts imp osed b y a clause h :- G | B are summarized in Fig. 1. Rule (BU) n um b ers uni�cation b o dy goals b ecause the mo de system allo ws di�eren t b o dy uni�cation goals to ha v e di�eren t mo des. This is a sp ecial case of mo de p olymorphism that can b e in tro duced in to other predicates as w ell [2], but in this pap er w e will not consider general mo de p olymorphism b ecause whether to ha v e p olymorphism is indep enden t of the essence of this w ork. F or example, consider a quic ksort program de�ned as follo ws: quicksort(Xs,Ys) :- true | qsort(Xs,Ys,[]). qsort([], Ys0,Ys ) :- true | Ys = 1 Ys0. qsort([X|Xs],Ys0,Ys3) :- true | part(X,Xs,S,L), qsort(S,Ys0,Ys1), Ys1 = 2 [X|Ys2], qsort(L,Ys2,Ys3). part( - ,[], S, L ) :- true | S = 3 [], L = 4 []. part(A,[X|Xs],S0,L ) :- A>=X | S0 = 5 [X|S], part(A,Xs,S,L). part(A,[X|Xs],S, L0) :- A< X | L0 = 6 [X|L], part(A,Xs,S,L). F rom the en tire de�nition, w e obtain 53 constrain ts whic h are consisten t. W e could regard these constrain ts themselv es as represen ting the principal mo de of the program, but the principal mo de can b e represen ted more explicitly in terms of a mo de graph (Fig. 2). Mo de graphs are a kind of feature graphs [1] in whic h

5 � � (HF) m ( p ) = in , for a function sym b ol o ccurring in h at p . (HV) m=p = IN , for a v ariable sym b ol o ccurring more than once in h at p and somewhere else. (GV) If some v ariable o ccurs b oth in h at p and in G at p 0 , 8 q 2 P T erm � m ( p 0 q ) = in ) m ( pq ) = in � . (BU) m= h = k ; 1 i = m= h = k ; 2 i , for a uni�cation b o dy goal = k . (BF) m ( p ) = in , for a function sym b ol o ccurring in B at p . (BV) Let v b e a v ariable o ccurring exactly n ( � 1) times in h and B at p 1 ; : : : ; p n , of whic h the o ccurrences in h are at p 1 ; : : : ; p k ( k � 0). Then � R � f m=p 1 ; : : : ; m=p n g � ; if k = 0; R � f m=p 1 ; m=p k +1 ; : : : ; m=p n g � ; if k > 0; where the unary predicate R o v er �nite multisets of submo des rep- resen ts \co op erativ e comm unication" b et w een paths and is de�ned as R ( S ) def = 8 q 2 P T erm 9 s 2 S � s ( q ) = out ^ 8 s 0 2 S n f s g � s 0 ( q ) = in � : � Fig. 1. Mo de constrain ts imp osed b y a program clause h :- G | B or a goal clause :- B . 1. a path (in the graph-theoretic sense) represen ts a mem b er of P A tom , 2. the no de corresp onding to a path p represen ts the v alue m ( p ) ( # = in , " = out ), 3. eac h arc is lab eled with the pair h symb ol ; ar g i of a predicate/function sym b ol and an argumen t p osition, and ma y ha v e a \negativ e sign" (denoted \ � " in Fig. 2) that in v erts the in terpretation of the mo de v alues of the paths b ey ond that arc, and 4. a binary constrain t of the form m=p 1 = m=p 2 or m=p 1 = m=p 2 is represen ted b y letting p 1 and p 2 lead to the same no de. Mo de analysis pro ceeds b y merging man y simple mo de graphs represen ting individual mo de constrain ts. Th us its decidabilit y is guaran teed b y the decid- abilit y of the uni�cation algorithm for feature graphs. The principal mo de of a w ell-mo ded program, represen ted as a mo de graph, is uniquely determined, as long as all the mo de constrain ts imp osed b y the program are unary (i.e., con- strain t on the mo de v alue of, or the submo de at, a particular path) or binary (i.e., constrain t b et w een the submo des at t w o particular paths). Space limitations do not allo w us to explain further details, whic h can b e found in [9]. A t yp e system for concurren t logic programming can b e in tro duced b y classi- fying a set F un of function sym b ols in to m utually disjoin t sets F 1 ; : : : ; F n . A t yp e

6 � � � Fig. 2. The mo de graph of a quic ksort program. q stands for qsort and p stands for part . The mo de information of the toplev el predicate and uni�cation goals is omitted. here is a function from P Atom to the set f F 1 ; : : : ; F n g . Lik e principal mo des, prin- cipal t yp es can b e computed b y uni�cation o v er feature graphs. Constrain ts on a w ell-t yping � are summarized in Fig. 3. The c hoice of a family of sets F 1 ; : : : ; F n is somewhat arbitrary . This is wh y mo ding is more fundamen tal than t yping in concurren t logic programming. Mo de and t yp e analyses ha v e b een implemen ted as part of klint , a static analyzer for KL1 programs [11]. � � (HBF � ) � ( p ) = F i , for a function sym b ol o ccurring at p in h or B . (HBV � ) � =p = � =p 0 , for a v ariable o ccurring b oth at p and p 0 in h or B . (GV � ) 8 q 2 P T erm � m ( p 0 q ) = in ) � ( pq ) = � ( p 0 q ) � , for a v ariable o ccur- ring b oth at p in h and at p 0 in G . (BU � ) � = h = k ; 1 i = � = h = k ; 2 i , for a uni�cation b o dy goal = k . � Fig. 3. T yp e constrain ts imp osed b y a program clause h :- G | B or a goal clause :- B .

7 3 Iden tifying Program Errors When a concurren t logic program con tains an error, it is v ery lik ely (though not alw a ys the case) that its comm unication proto cols b ecome inconsisten t and the set of its mo de constrain ts b ecomes unsatis�able. A wrong sym b ol o ccurring at some path is lik ely to imp ose a mo de constrain t inconsisten t with correct constrain ts represen ting the in tended sp eci�cation. A minimal inconsisten t subset of mo de constrain ts can b e computed e�- cien tly using a simple algorithm 4 . Let C = f c 1 ; : : : ; c n g b e a m ultiset of con- strain ts. Algorithm 1 b elo w �nds a single minimal inconsisten t subset S from C when C is inconsisten t. When C is consisten t, the algorithm terminates with S = fg . f al se is a self-inconsisten t constrain t used as a sen tinel. � � Algorithm 1: c n +1 f al se ; S fg ; while S is consisten t do D S ; i 0; while D is consisten t do i i + 1; D D [ f c i g end while ; S S [ f c i g end while ; if i = n + 1 then S fg � The readers are referred to [2] for a pro of of the minimalit y of S , as w ell as v arious extensions of the algorithm. Note that the algorithm can b e readily extended to �nding m ultiple bugs at once. That is, once w e ha v e found a minimal subset co v ering a bug, w e can reapply the algorithm to the rest of the constrain ts. In the algorithm, the merging of constrain t sets and the c hec king of their consistency are realized mostly as the uni�cation of mo de graphs and the c hec k- ing of its success/failure. Although the algorithm is quite general, its e�ciency hinges up on the fact that there is a pair of e�cien t algorithms for computing the union of constrain t sets and c hec king its consistency . Our exp erimen t sho ws that the a v erage size of minimal inconsisten t subsets is less than 4, and w e ha v e not y et found a minimal inconsisten t subset with more than 11 elemen ts. The size of minimal subsets turns out to b e indep enden t of the total n um b er of constrain ts, and most inconsistencies can b e explained b y constrain ts imp osed b y a small range of program text. Because w e are dealing with near-misses, w e can assume that most of the mo de constrain ts obtained from a program represen t an in tended sp eci�cation and that they ha v e redundancies in most cases. In this case, one can often pin- p oin t a bug either 4 The algorithm describ ed here is a revised v ersion of the one prop osed in [2] and tak es in to accoun t the case when C is consisten t.

8 1. b y computing a maximal consisten t subset of size n � 1 and taking its com- plemen t, or 2. b y computing sev eral o v erlapping minimal inconsisten t subsets and taking their in tersection. Algorithm 2 describ ed b elo w com bines these t w o alternativ e p olicies of pin- p oin ting. T o reduce the amoun t of computation, w e do not compute all minimal subsets; instead, for eac h elemen t (sa y s i ) of the initial inconsisten t subset S , w e execute Algorithm 1 after remo ving s i from C , whic h will lead to another min- imal subset if it exists. Th us Algorithm 2 sim ultaneously computes constrain ts susp ected b y the t w o p olicies. Let S = f s 1 ; : : : ; s m g b e a minimal subset obtained b y Algorithm 1, and getminimal ( C ) b e a function whic h computes a minimal inconsisten t subset from a m ultiset C of constrain ts using Algorithm 1 ab o v e: � � Algorithm 2: T S ; for j 1 to m do S 0 getminimal ( C n f s j g ); if S 0 = fg then output f s j g as a solution of P olicy 1 else T T _ [ S 0 ; end for � Here, T is a multiset of constrain ts what serv es as coun ters of the n um b ers of constrain ts o ccurring in S and (v arious v ersions of ) S 0 , and _ [ is a m ultiset union op erator. T records ho w man y times eac h constrain t o ccurred in di�eren t minimal subsets. Under P olicy 2, constrain ts with more o ccurrences in T are more lik ely to b e related to the source of the error. Algorithm 2 is useful in lo cating m ultiple bugs at once. That is, once w e ha v e obtained a minimal inconsisten t subset S , w e can apply Algorithm 2 to re�ne the subset and remo v e only those constrain ts in the re�ned subset from C . When P olicy 1 outputs a single constrain t imp osed b y an erroneous sym b ol o ccurrence, w e need not consider P olicy 2. Ho w ev er, there are cases where P olicy 1 outputs no constrain ts or more than one constrain t, in whic h case P olicy 2 ma y b etter tell whic h constrain ts to susp ect �rst. Algorithm 2 is not alw a ys able to re�ne the initial set S , ho w ev er. F or in- stance, when S is the only minimal inconsisten t subset, the algorithm will output all the elemen ts of S b y P olicy 1 and will �nd no alternativ e subset b y P olicy 2. F ortunately , this is not a serious problem b ecause S is usually quite small. 4 Automated Debugging Using Mo de Constrain ts Constrain ts that are considered wrong can b e corrected b y

9 { replacing the sym b ol o ccurrences that imp osed those constrain ts b y other sym b ols, or { when the susp ected sym b ols are v ariables, b y making them ha v e more o c- currences elsewhere (cf. Rule (BV) of Fig. 1). In this pap er, w e fo cus on programs with a small n um b er of errors in v ariables and constan ts; that is, w e fo cus on errors in terminal sym b ols in abstract syn tax trees. This ma y seem restrictiv e, but concurren t logic programs ha v e quite at syn tactic structures (compared with other languages) and instead mak e hea vy use of v ariables. Our exp erience tells that a ma jorit y of simple program errors arise from the erroneous use of v ariables, for whic h the supp ort of a static mo de system and debugging to ols are in v aluable. An algorithm for automated correction is basically a searc h pro cedure whose initial state is the erroneous program, whose op erations are the rewriting of the o ccurrences of v ariables or constan ts, and whose �nal states are w ell-mo ded programs 5 . This can b e regarded also as a form of ab ductive r e asoning whic h, from a presumably correct mo de constrain t B and the mo ding rules of the form \if A then B " (or \ B for A ") as sho wn in Fig. 1, infers a syn tactic constrain t A that is considered correct. The sym b ols to b e substituted in the correction are c hosen from the constan ts or other v ariables o ccurring in the same clause. When the sym b ol to b e rewritten o ccurs in the head, w e should also consider replacemen t b y a fresh v ariable. W e don’t ha v e to try to form the mo de graphs of all the alternativ e programs; from the set C n S , w e can deriv e a r eplac ement guideline , namely simple constrain ts to b e satis�ed b y the substituted sym b ol. An y replacemen t that violates the guideline will not lead to a w ell-mo ded program and can b e rejected immediately . Error correction ma y require the rewriting of more than one sym b ol o ccur- rence. W e p erform iterativ e-deep ening searc h with resp ect to the n um b er of rewritings, b ecause the assumption of near-misses implies that a simpler cor- rection is more lik ely to b e the in tended one. These ideas ha v e b een partially implemen ted in the kima analyzer for KL1 programs [10]. 5 Using Constrain ts Other Than Mo des When error correction requires the rewriting of more than one sym b ol o ccur- rence, the iterativ e-deep ening searc h ma y rep ort a large n um b er of alternativ e solutions, though they alw a ys include an in tended one. Using b oth the mo de system and the t yp e system reduces the n um b er of alternativ es greatly . Mo des and t yp es capture di�eren t asp ects of a program, and rather few of w ell-formed programs are b oth w ell-mo ded and w ell-t yp ed. W e can exp ect that there are only a small n um b er of w ell-mo ded and w ell-t yp ed program syn tactically in the ‘neigh b orho o d’ of the giv en near-miss program. 5 Here, w e assume that errors can b e corrected without c hanging the shap e of the abstract syn tax tree, though w e could extend our tec hnique and allo w o ccurrences of terminal sym b ols to b e simply added or deleted.

10 The reason wh y a t yp e system alone is insu�cien t should b ecome clear b y considering programs that are simple in terms of t yp es suc h as n umerical pro- grams. The mo de system is sensitiv e to the n um b er of o ccurrences of v ariables (rule (BV) in Fig. 1) and can detect man y errors that cannot b e found b y t yp e analysis. Ho w ev er, ev en when the programs are simple in terms of t yp es, t yp es can b e useful for inferring what constan t should replace the wrong sym b ol. Other heuristics from our programming exp eriences can reinforce the frame- w ork as w ell: 1. A singleton v ariable o ccurring in a clause b o dy is highly lik ely to b e an error. 2. A solution con taining a v ariable o ccurring more than once in a clause head is less lik ely to b e an in tended one. These heuristics are not as ad ho c as it migh t lo ok; indeed they can b e replaced b y a uni�ed rule on c onstr aint str ength : { A w ell-mo ded solution with w eak er mo de constrain ts is more lik ely to b e an in tended one. A singleton v ariable o ccurring at p in a clause b o dy imp oses a constrain t m=p = OUT , whic h is m uc h stronger than m ( p ) = out . Similarly , a v ariable o ccurring more than once at p 1 , p 2 , : : : in a clause head imp oses a constrain t m=p i = IN . W e could use more surface-lev el heuristics suc h as the similarit y of v ariable names, but this is outside the scop e of this pap er. 6 Exp erimen ts and Examples W e sho w some exp erimen tal results and discuss t w o examples of automated debugging. The examples w e use are admittedly simple but that can b e justi�ed. First, w e m ust an yw a y start with simple examples. Second, w e ha v e found that most inconsistencies can b e explained b y constrain ts imp osed b y a small range of program text, as w e p oin ted out in Sect. 3. So w e strongly exp ect that the total program size do es not mak e m uc h di�erence in the p erformance or the qualit y of automated debugging. 6.1 Exp erimen ts W e applied the prop osed tec hnique to programs with one m utation in v ariable o ccurrences. W e systematically generated near-misses (eac h with one wrong o c- currence of a v ariable) of three programs (there are man y w a ys of inserting a bug) and examined ho w man y of them b ecame non-w ell-mo ded, whether au- tomated correction rep orted an in tended program, and ho w man y alternativ es w ere rep orted. T able 1 sho ws the results. In the table, the column \total cases" sho ws the n um b ers of cases examined, and the column \detected cases" sho ws ho w man y cases lead to non-w ell-mo ded programs. F or non-w ell-mo ded pro- grams, w e examined ho w man y w ell-mo ded alternativ es w ere prop osed b y the automated debugger b y depth-1 searc h. In this exp erimen t, w e did not apply Algorithm 2 to re�ne a minimal inconsisten t subset.

11 The programs w e used are list concatenation (app end), the generator of a Fib onacci sequence, and quic ksort. W e used the de�nitions of predicates only , that is, w e did not use the constrain ts that migh t b e imp osed b y the caller of these programs. The ro w \mo de only" indicates the results using mo de constrain ts only , ex- cept that when correcting errors w e regarded singleton v ariables in clause b o dies as erroneous. In this exp erimen t, minimal inconsisten t subsets, when found, al- w a ys included constrain ts imp osed b y the wrong sym b ol o ccurrence, and the original, in tended programs w ere alw a ys included in the sets of the alternativ es prop osed b y the algorithm. T able 1. Single-error detection and correction Program Analysis T otal Detected Prop osed alternativ es cases cases 1 2 3 4 5 6 7 � 8 append mo de only 57 33 16 4 1 0 5 4 2 1 new v ariable 13 11 7 0 0 1 1 2 0 0 mo de & t yp e 57 44 19 3 2 5 1 3 0 0 fibonacci mo de only 84 43 28 7 0 0 0 2 3 3 new v ariable 15 14 6 3 0 0 0 2 2 1 mo de & t yp e 84 57 34 2 0 2 2 3 0 0 quicksort mo de only 245 148 84 33 2 3 1 8 7 10 new v ariable 45 43 24 2 0 3 2 4 3 5 mo de & t yp e 245 189 93 33 5 9 0 5 2 1 A bug due to a wrong v ariable o ccurrence often results from missp elling (sa y the confusion of YS and Ys ), in whic h case the original v ariable is lik ely to b e replaced b y a v ariable not o ccurring elsewhere in the clause. The ro w \new v ariable" sho ws the statistics of this case, whic h tells most errors w ere detected b y mo de analysis. The ro w \mo de & t yp e" sho ws the impro v emen t obtained b y using t yp es as w ell. The column \detected cases" sho ws that some of the w ell-mo ded erroneous programs w ere newly detected as non-w ell-t yp ed. Note that the exp erimen ts did not consider the automated correction of w ell-mo ded but non-w ell-t yp ed programs. F or fibonacci and quicksort , w e assumed that in tegers and list constructors b elonged to di�eren t t yp es. F or append , w e emplo y ed a stronger notion of t yp es and assumed that the t yp e of the elemen ts of a list could not b e iden tical to the t yp e of the list itself. The results sho w that the use of t yp es w as e�ectiv e in reducing the n um b er of alternativ es. More than half of non-w ell-mo ded near-misses w ere uniquely restored to the original program. Th us, programmers can b ene�t m uc h from the supp ort of constrain t-based static analysis b y writing programs in a w ell-mo ded and w ell-t yp ed manner.

12 6.2 Example 1 | App end As an example included in the ab o v e exp erimen t, w e discuss an append program with a single error. This example is simple and y et instructiv e. R 1 : append([], Y,Z ) :- true | Y = 1 Z. R 2 : append([A|Y],Y,Z0) :- true | Z0 = 2 [A|Z], append(X,Y,Z). (The head should ha v e b een append([A|X],Y,Z0) ) Algorithm 1 computes the follo wing minimal inconsisten t subset of mo de constrain ts: Mo de constrain t Rule Source sym b ol (a) m= h append ; 1 ih . ; 2 i = IN (HV) Y in R 2 (b) m= h append ; 1 i = OUT (BV) X in R 2 This tells that w e should susp ect the v ariables X and Y in Clause R 2 . The searc h �rst tries to rewrite one of the o ccurrences of these v ariables (iterativ e- deep ening), and �nds six w ell-mo ded alternativ es: (1) R 2 : append([A|X],Y,Z0) :- true | Z0 = 2 [A|Z], append(X,Y,Z). (2) R 2 : append([A|Y],X,Z0) :- true | Z0 = 2 [A|Z], append(X,Y,Z). (3) R 2 : append([A|Y],Y,Z0) :- true | Z0 = 2 [A|Z], append(Y,Y,Z). (4) R 2 : append([A|Y],Y,Z0) :- true | Z0 = 2 [A|Z], append(Z0,Y,Z). (5) R 2 : append([A|Y],Y,Z0) :- true | Z0 = 2 [A|Z], append(A,Y,Z). (6) R 2 : append([A|Y],Y,Z0) :- true | Z0 = 2 [A|Z], append(Z,Y,Z). T yp es do not help m uc h in this example, though Alternativ e (5) can b e elimi- nated b y an implicit t yp e assumption describ ed in Sect. 6.1 that list constructors and the elemen ts of the list cannot o ccup y the same path. Alternativ es (3), (4), (5) and (6) are programs that cause reduction failure for most input data, and can b e regarded as less plausible solutions b ecause of the t w o o ccurrences of Y in the clause heads that imp ose stronger constrain ts than in tended. What are Alternativ es (1) and (2)? Alternativ e (1) is the in tended program, and Alternativ e (2) is a program that merges t w o input lists b y taking their ele- men ts alternately . It’s not ‘ append ’, but is a quite meaningful program compared with the other alternativ es! In this example, Algorithm 2, if applied, will detect Constrain t (b) as the unique result of P olicy 1. This means that there m ust b e some problems with the v ariable X , whic h in turn means that X m ust either b e remo v ed or o ccur more than once. Searc h of w ell-mo ded programs �nds the same n um b er of alternativ es, but the searc h space is reduced b ecause w e do not ha v e to consider the rewriting b et w een Y and v ariables other than X . 6.3 Example 2 | Quic ksort Next, w e consider a quic ksort program with t w o errors.

13 1: R 1 : quicksort(Xs,Ys) :- true | qsort(Xs,Ys,[]). 2: R 2 : qsort([], Ys0,Ys ) :- true | Ys = 1 Ys0. 3: R 3 : qsort([X|Xs],Ys0,Ys3) :- true | 4: part(X,Xs,S,L), qsort(S,Ys0,Ys1), 5: Ys2 = 2 [X|Ys1], qsort(L,Ys2,Ys3). (the uni�cation should ha v e b een Ys1 = 2 [X|Ys2] ) Algorithm 1 returns the follo wing minimal inconsisten t subset: Mo de constrain t Rule Source sym b ol (a) m ( h qsort ; 3 i ) = in (BF) \ [] " in R 1 (b) m= h = 1 ; 1 i = m= h qsort ; 3 i (BV) Ys in R 2 (c) m= h = 1 ; 2 i = m= h = 1 ; 1 i (BU) = 1 in R 2 (d) m= h qsort ; 2 i = m= h = 1 ; 2 i (BV) Ys0 in R 2 (e) m ( h = 2 ; 2 i ) = in (BF) \ . " in R 3 (f ) m= h = 2 ; 2 i = m= h = 2 ; 1 i (BU) = 2 in R 3 (g) m= h = 2 ; 1 i = m= h qsort ; 2 i (BV) Ys2 in R 3 This subset is inconsisten t b ecause t w o inconsisten t constrain ts can b e de- riv ed from it: m ( h qsort ; 2 i ) = out , b y (a), (b), (c) and (d), m ( h qsort ; 2 i ) = in , b y (e), (f ) and (g). It is w orth noting that this example is rather di�cult|the minimal subset is rather large and Algorithm 2 do es not �nd an alternativ e minimal subset. That is, there is no redundancy of mo de constrain ts in the formation of the di�erence list represen ting the result. Th us w e cannot infer the correct mo de of the path h qsort ; 2 i and other paths, and automated debugging should consider b oth of the p ossibilities, m ( h qsort ; 2 i ) = in and m ( h qsort ; 2 i ) = out . W e consider the correction of b oth constan ts and v ariables here. It turns out that all depth-1 corrections are non-w ell-mo ded. There are six depth-2 correc- tions that are w ell-mo ded: (1) Line 1: quicksort(Xs,Ys) :- true | qsort(Xs,Zs,Zs). (2) Line 1: quicksort(Xs,Ys) :- true | qsort(Zs,Ys,Zs). (3) Line 1: quicksort(Xs,Ys) :- true | qsort(Xs, c ,Ys). (4) Line 1: quicksort(Xs,Ys) :- true | qsort( c ,Ys,Xs). (5) Line 5: Ys2 = 2 [X|Ys2], qsort(L,Ys1,Ys3). (6) Line 5: Ys1 = 2 [X|Ys2], qsort(L,Ys2,Ys3). Here, c is some constan t. T yping do esn’t help m uc h for this example. The assumption that in tegers and list constructors should not o ccup y the same path do es not exclude an y of the ab o v e alternativ es. Ho w ev er, usage information will help. Supp ose w e kno w that quicksort is used as m ( h quicksort ; 1 i ) = in and m ( h quicksort ; 2 i ) = out . This excludes

14 Alternativ es (1), (2) and (4). W e can also exclude Alternativ e (5) b y static o ccur-c hec k ( Ys2 o ccurs on b oth sides of uni�cation). Of the remaining, Alternativ e (6) is the in tended program that sorts items in ascending order. It is in teresting to see that Alternativ e (3) is a program for sorting items in desc ending order b y c ho osing ‘ [] ’, the simplest elemen t of the list t yp e, as the constan t c . This is not an in tended program, but is a reasonable and appro ximately correct alternativ e whic h should not b e rejected in the absence of program sp eci�cation. 7 Related W ork Most previous w ork on the mo de analysis of (concurren t) logic languages w as based on abstract in terpretation, and fo cused mainly on the reasoning of program prop erties assuming that the programs w ere correct. In con trast, constrain t- based mo de analysis can b e used for diagnosis as w ell as optimization b y assum- ing that correct programs are w ell-mo ded. Analysis of malfunctioning systems based on their in tended logical sp eci�- cation has b een studied in the �eld of arti�cial in telligence [4] and kno wn as mo del-based diagnosis. Mo del-based diagnosis has similarities with our w ork in the abilit y of searc hing minimal explanations and m ultiple faults. Ho w ev er, the purp ose of mo del-based diagnosis is to analyze the di�erences b et w een in tended and observ ed b eha viors. Our mo de system do es not require that the in tended b eha vior of a program b e giv en as mo de declarations, and still lo cates bugs quite w ell. W and prop osed an algorithm for diagnosing non-w ell-t yp ed functional pro- grams [12]. His approac h w as to extend the uni�cation algorithm for t yp e re- construction to record whic h sym b ol o ccurrence imp osed whic h constrain t. In con trast, our framew ork is built outside an y underlying framew ork of constrain t solving. W e need not mo dify the constrain t-solving algorithm but just call it. Be- sides its generalit y , our approac h has an adv an tage that static analysis do es not incur an y o v erhead for w ell-mo ded/t yp ed programs. F urthermore, the diagnosis guaran tees the minimalit y of the explanation and often re�nes it further. Comparison b et w een Mo ded Flat GHC and other concurren t logic/constrain t languages with some notions of mo ding can b e found in [2]. 8 Conclusions and F uture W ork W e studied ho w constrain t-based static analysis could b e applied to the auto- mated and systematic debugging of program errors in the absence of mo de/t yp e declarations. W e sho w ed that, giv en a near-miss Mo ded Flat GHC program, our tec hnique could in man y cases rep ort a unique solution or a small n um b er of reasonable solutions that included the in tended program. If a programmer declares the mo de and/or t yp e of a program, that infor- mation can b e used as constrain ts that are considered correct. In general, suc h constrain ts are useful in obtaining smaller minimal inconsisten t subsets. Ho w- ev er, our observ ation is that constrain ts implicitly imp osed b y the assumption of

15 w ell-mo dedness (and w ell-t yp edness) is strong enough for automatic debugging to b e useful. It is a sub ject of future w ork to extend our framew ork to the correction of non-terminal program sym b ols (i.e., function and predicate sym b ols), mainly in terms of searc h space. It is y et to see whether the prop osed framew ork w orks w ell for other programming paradigms suc h as t yp ed functional languages and pro cedural languages, but w e w ould claim that the concurren t logic/constrain t programming paradigm b ene�ts enormously from static mo de/t yp e systems. Ac kno wledgmen t The authors are indebted to Norio Kato for his commen ts on an earlier v ersion of this pap er. References 1. A � �t-Kaci, H. and Nasr, R., LOGIN: A Logic Programming Language with Built-In Inheritance. J. Logic Programming , V ol. 3, No. 3 (1986), pp. 185{215. 2. Cho, K. and Ueda, K., Diagnosing Non-W ell-Mo ded Concurren t Logic Programs, In Pro c. 1996 Join t In t. Conf. and Symp. on Logic Programming (JICSLP’96) , The MIT Press, 1996, pp. 215{229. 3. Milner, R., A Theory of T yp e P olymorphism in Programming. J. of Computer and System Sciences , V ol. 17, No. 3 (1978), pp. 348{375. 4. Reiter, R., A Theory of Diagnosis from First Principles. Arti�cial In telligence , V ol. 32 (1987), pp. 57{95. 5. Somogyi, Z., Henderson, F. and Con w a y , T., The Execution Algorithm of Mercury , An E�cien t Purely Declarativ e Logic Programming Language. J. Logic Program- ming , V ol. 29, No. 1{3 (1996), pp. 17{64. 6. Ueda, K., I/O Mo de Analysis in Concurren t Logic Programming. In Pro c. In t. W orkshop on Theory and Practice of P arallel Programming , LNCS 907, Springer, 1995, pp. 356{368. 7. Ueda, K. and Morita, M., A New Implemen tation T ec hnique for Flat GHC. In Pro c. Sev en th In t. Conf. on Logic Programming (ICLP’90) , The MIT Press, 1990, pp. 3{17. 8. Ueda, K. and Morita, M., Mo ded Flat GHC and Its Message-Orien ted Implemen- tation T ec hnique. New Generation Computing , V ol. 13, No. 1 (1994), pp. 3{43. 9. Ueda, K., Exp eriences with Strong Mo ding in Concurren t Logic/Constrain t Pro- gramming. In Pro c. In t. W orkshop on P arallel Sym b olic Languages and Systems , LNCS 1068, Springer, 1996, pp. 134{153. 10. Ueda, K. and Cho, K. kima | Analyzer of Ill-mo ded KL1 Programs. Av ailable from http://www.icot.or.jp/AITEC/FGCS/funding/itaku-H8-index-E.html , 1997. 11. Ueda, K., klint | Static Analyzer for KL1 Programs. Av ailable from http://www.icot.or.jp/AITEC/FGCS/funding/itaku-H9-index-E.html , 1998. 12. W and, M., Finding the Source of T yp e Errors, In Pro c. 13th A CM Symp. on Principles of Programming Languages , A CM, 1986, pp. 38{43. This article w as pro cessed using the L a T E X macro pac k age with LLNCS st yle